DNSSEC

Towards enhanced internet security
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SIDN and .nl

DNS and its vulnerabilities
DNS integrity

DNSSEC

Status & issues
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SIDN

More than the company behind
3.8 million .nl domain names.
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SIDN

o Independent, private organisation (not for profit)

o Since 1996 responsible for the .nl namespace

o About 55 employees

o Annual turnover around 15.5 million euros in 2010
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Worldwide 4th ccTLD and 8th TLD

3.8 million domain names

Over 2,000 registrars

Over 1 billion DNS-queries per day

Netherlands: highest count of domain names per capita
15% growth in 2009

National marketleader
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SIDN, more than .nl

o Development of new technologies (ENUM]

o [(Sponsoring) Research & Development (BIND10)

o Promoting safety and awareness (Digibewust)

o Striving to maximise security and reliability (1I5027001)
o Ethical trading (IPv6 Awards)

o Independant expert partner (government and IC)




Looking beyond The Netherlands
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http://www.its.bldrdoc.gov/isart/images/logos/ITU_logo_50x56.jpg
http://www.govcert.nl/
http://upload.wikimedia.org/wikipedia/commons/thumb/2/2f/Flag_of_the_United_Nations.svg/800px-Flag_of_the_United_Nations.svg.png
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http://images.google.com/imgres?imgurl=http://forum.wirelessnederland.nl/plaatjes/ministerie-economische.gif&imgrefurl=http://www.wirelessnederland.nl/modules.php?name=News&file=article&sid=636&usg=__XajKaR1uhu4NVdjp3fV7GHvygqc=&h=79&w=252&sz=3&hl=nl&start=4&um=1&tbnid=Ccz1mr-mDXdPhM:&tbnh=35&tbnw=111&prev=/images?q=ministerie+economische+zaken&um=1&hl=nl&rls=com.microsoft:nl:IE-SearchBox&rlz=1I7SUNA
http://1.bp.blogspot.com/_B4_0_ZUCAqg/SM5JQzelmfI/AAAAAAAACJA/ia4_ST5hqk0/s200/klpd.gif
http://images.google.nl/imgres?imgurl=http://www.kc-wbp.nl/pictures/logo kc middel.jpg&imgrefurl=http://www.kc-wbp.nl/kenniscentrum.htm&usg=__7sP0olSSFGtJSZPGa-jqr73rQys=&h=152&w=167&sz=20&hl=nl&start=15&um=1&tbnid=XirIt_o8BXho2M:&tbnh=90&tbnw=99&prev=/images?q=college+bescherming+persoonsgegevens&um=1&hl=nl&rlz=1T4GGLR_enNL282&sa=X

DNS

Vulnerabilities at the heart of the
internet
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